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ONY 9N P (Corrective Action) 1P nD Mo y¥ao vy XY Y195 .y mMvNInng
.INDNNA NIOWIN YD, NTHN NNYINND

DYLAYN DXTYN NVIPIY H2INY NYIDY YTIIN NNVLIAN Y9N NPNINN IPIN DY wITowy 5.7.2
.DONNN2 DONYRYNI

YN IO

NI 290 HNPIVNY YPHRN MY NPO NITHIND OIPIVAIPN AR IWRN "N Ny .5.8.1
NN DY VDY IN NN ,NOWNHD IXXIND ,DMINN DN IN NNVIND DY PN
ANV DN P NPT OX P, PMOIWN IN PRI

,DON) Y01, 0582 , 1M1 P2,V TNN DMP DN NN IN,YSN I oy avo 5.8.2
IMTY DDNDN ,MOVNN IN TPNITOPON NITH OYSN

NYITIN NNVIARND NPT DX WIAPY Y TNRN HY2 NNYYA 12900 NN YN NPvar M - 5.8.3
DONNN OV INPA NN MYNIN NNID ORNNA YIAP? YTNN DY MO VTN ©I) 93D
DTN YNNI IN NNNA NP2 DIROPN

SN NIYINI TN WNR IO DY .5.84

NPPOY IX NPININ,NPPIN MTN P MNOP XoW yNINT—monnda 5841
,DYVDYOVD DN : DT NON YD ONT 2NN NDXD XN NN 1N
J12) NNV NADLN 19PN
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DNPOVN POY PNY W AUNR PIYOD MY NI Sy Yy Nt — e .5.8.4.2
ST252 NSV YTV ININ NOND NSVIND DY DINX IN DONNX 0PI
219) RPN NMANONN ,DOINT MDD, DI NTIAY Y9I : NINTY

VI 1O DY VTN YTINN RIVID IN D8NG 2IWN NPONY ¥R Iy —non  5.84.3
2)9NDT WIXT YT D190 0NN YTININ NINDNI .TAY2 DXTYPN IRYIN YHYaY

71N NNDNI WHYT YNNI DITIND DN — V9N NI vy .5.84.3.1
.(1981) X”NWYNN NPVIN NNN

NN NNN DXOIN DPNY OPOY DIV DNIN YN —poy vy 5.8.4.3.2
NYI DNV, NMIVPNN,NTIAY NN : NPT, NPV PIN
219) IVWNNN

TN PNV YNAD DIPY INDOWN IWUN YN —mon  .5.84.4
PIN91 NIV 071 DYPVYIN N 5.9

112707 920 TN TN, ASYIND NIY MOWSY TNYN MPHT NN PN ) Pwvona vy .5.9.1
ANO0N NP IN NN OT-HY ,PPWINI NN IWN Y10 NOWN HY

S IOV DWIND DPWON .5.9.2

PYON YP-HY YN NTIAY IDIND THI PYONI VIDOIW DDoD - ANy vy .5.9.2.1
DINVINN IT-DY PINY

NPIYYI IRV NPRY TYSN NN NPODN NN NNYIND - 29wam sspn o9 .5.9.2.2
973N DY NYIND N9 MY NTIAY IIIXD THI PYINI VINOY . MTHVNNIN
VTN NNVIN DIV
YN NNVAX NNNN DI XTND PWINN DY DY ,NNYIND 1IN Y'Y DIV
NOIYN N VDN I VINOY DY JNWID MDD MINMP DR 210N NNM
12) NOYANN NIIYN NO ,NOYINN
OYIAD P DN, TYIN NNDI0A PIN NPND 2N TN PYINN
N0 DO NNVIND DYDY MIYPNN NYNIND INMYNNINIY PYIND NAYNN

5S¢ WIN NMYWN NHIAPY INOONN NO Sy 12010 ,WRIN NYTIN NYNT NNV
2500 NN YN NNVIN NN

ST PYUON LY IMIPN 1IN NXWIND DY YN vy Noonon - .5.9.3

THIN PYIND AR PRYND ,NSIND OININ RYY TYN DN DIPN OY wiTa ,mooron - .5.9.4
MYN XOD

PYINN TON DY PINY ROV PAPNY ¥ 0PN MMPNRI T Pwona vidw nya .5.9.5
.00 YT-DY NMAXY DNNNIN NMIAY MY DY DRV

VTN NNVIAN DIV SN TN 9IN WTIND ¥, PYINRN NDHATIR DY mMpna .5.9.6
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DWY NSYIND DY NOMINN 15790 MDY ASWIND T2y T PwoNa Nopn nvMm nna 5.9.7
DINT OINNIY 19IND NPXNI_VYINND NN NDNY VINIY NDINX TN .MV NIXAIP NN
NN

DD MY NIPMNI IWIND DY MYNNNI P IWANNN N8YIND v N nwn - .5.9.8
JIXVND DYV OOWINPN

TN DY YOI DNINN NXYNND 9I1902 PI IVORNN NNVIND MOIWNY 7N Ny .5.9.9
LDNNNA YT NNVIAN DY DN NN NSWIND NYTIN DY NN

T PYIN NOY YOMDIN MNTIND NNXN P IWIRNN NYIND MOIWNY Pinmn nwn .5.9.10
TIAYN NN

NYI ,NNIN DY NIPN .OMNTNIV DIYININI JONN NXWIND MOIWNY PIinn nevnn .5.9.11
TN DV PININD NYNN DX YT 19IND DIDND HMNIYLN M IN YN NNVIAX DIV DN
YN NPNND TY

9NN INYT, NN HY NIPNI.DPNTNOV DIYNNNI VNN NXYINT MOIWNY PN nwn .5.9.12
TV TIYN DY PINID NIYNN DR TN 19N DIDND HNYLN N N YN NNLVIN DIV
VN NPNND

YN Yanwna ¥y nnvax 5.10
: DIPOY DXAOYW NWIDYY NPYNI WHN 2ANWNI YN nnvax oww»  .5.10.1

995 YV TPINY DNNNNN NN XTNN NSVIND .APEYHN 019V -Pwny adw .5.10.1.1
OO TONN MYNNND,NIN NP IN /) TS OYLN MY M MY, D THIYIND
V’APN DNPOYNY NYIX DIAPNNY INNRIY YN SARYND DN IT-DY YWY

NN

NVPYTNY DOYTIN PN DITIVN I, NTNN N¥NIND .APP¥NN 19913 -»w avyw .5.10.1.2
THON DY NYIPNN MY ,0NTIAY MYNIN T2 NIYINA YTNRN NNVIANX YoM

NN ORYNY DT MyTn NxOyN L(AUP) 21wnn sanwmna niNy vy
2”0

NN, T2 YW NPOYN DPD DY D, NTIN N8N .HPoyD 01 -wibw by .5.10.1.3

95 NN MON TN T 19IND YTIIN YD INY) 10N XN IYNR NON
DNYINND MVYID NN D IPADY Y TN dDI)

07 DY 9Ny 511

5191 T2 HAPNNY NYIRD DNNNA NON ,NTMI NN NPNNA WHNWNY NONR SN 5555 .5.11.1
VTN NNVIN DY
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THN DOWIN DT 7PTHI WNNWAD MNMON SN LT TN VINY YATIY 1] NIPNI

L7252 NNYINN PT-5Y PAIDN NTIIN

2230 NOY0N NNNON DYD NP NNVAIND X THN DY NIYD ¥ NTM) TN WINOY NYa
ATINOIN

5.11.2

5.11.3

AW NIpa 5.12

YN MRYIN NN IT-HY 1PN NN YSIAY WHNNWNY MIVON 1NN MPYN NINYY NNV
TN PIPY 290 MEPI NONX MNYIN YD XTNY ,NYa N2 ,0D0MDIN YNRYY MOIIWND
MNPV, NYNNN -NAYNN N NTNN DI THNRY 3T9P 19N MO (Need to Know) nyTH

.NPOYN DYDY PPN

MANYNI ,NTO POIND ORNNA YN YN MOIWNY DY NMINYIN NRSPN
.D»OIMYIN YTNIN YY) DWNHNINTIND

YT2IY NPOYN DIVVDY YIND I3 PXI IWP IDMPY IWNNT 1Y YHN IARYND 1PN
YN DD NV OND NV YNNY NIVNI NNDY,OTPIN NDIDM NNIND

J9INI MRYIM DXWHRNWYR NP XP91N 157 ¥ 10HN 29Y2 NdWA ,2IWNNN DY NINNDN
B3I

DT YT DY NYIRD 91952, 2IWNNN DTN YT-DY IXPY NI Y NINYIN
SN NDD NON MRV MSPNY NOON DN IWANRY 9N NHSINNID

DNRNNA NSYINI NV DIWNNN MIIYNY NNOYP NINNDDXO NPPTH NINN NNYIND
,WIND DMIN NONY DY MNTINN Y099 5y MNYH DIWITI NSYIND XTI .DDIPN DO
ININNN NPNYD XD MO

5121

5.12.2

5.12.3

5.12.4

5.12.5

.5.12.6

MNNDIO NN

NWN NMIVON NN TIN )Y DAMND DINVNRD IN PN IR N9 991 wunwn 95
P TN IWARNN INY MY NIIWNN IXR 1NN NN 12YN  NPYIND NINNDD
WD MNWIN DY 12X TPIPIYN 1PIND IR INNN RNDDIDN .NHDDYD MYNHNI

A DY PN NPYOIR MNNDID ,NIIWNY DMIVNN OY INPY AWNNN SWNnwn D30
NP VNN NTIN YT ONITVWI PIRD IYIND NINNDDION NN .AWNND YN TIWINNN
DOMDIN DIWPN DTN DY NYIITN 29 DY NXPN VNN DTN NPIYRIN NINNDIO NN

MDD DY .NOIWND MNYS-TN THINYNT NDND TN wHvn MMIIVYNRIN XNHDYON
NI INOD .NINN N9 9D a5 NOYHNND wRnwNN by ,No9yNn1a1 NIVNY INYRIN
ANPINNY WHNWNRN MY 99NN RNDION

NVYPN DY TONN DY YN NI NNDION
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N29P2 NPPN DY MXNDION DR MONY PR .NMINNPDD IVNI/NDND VIMN NONX HN
.avnnn

Sy NNPDYON NAONN NN NN NIIWNN .DXVTIN NYIDYI NNR MINNDD MdNIN 5935
D9 7 MNAY NNDION 971N DPD YY AWNNN TON HY ININND D2AP> WNRNVNN .WNRNWND
NYPI DIV

NOIWNN .TONA NYTIN T DY XM NNYPNN DONN ,MNY RNDYO NTOPHN DY NIPna
oY NYININ YITN .POVIZND NTVPNN DONN DN INNKD ,NDND NNPDN NVIDY TWINN
SN MYSNNI VITN NYPA 9172 DY NP NN P9 IWANRD NOIWNN DN WHNYNn

.DMVINDIN DINNNN NYTD NIPNN VY TNSN NIPHNI .0WMN

YANWNL VINOW WY KOV DOWNHNYN NXIPN IN D102 MDY ¥YNIND IYaID NN
SMND THN WTIND VNN OANWN DY .NPXTIN O3 ITHINY NNPN TYNI ,2IvWNnn
ST 90 NARY DY WNNN

NINY ,NOIWNN OWNNYN D MINNDID DY NI NAYNN YN 9PN N3 NN NONO oY
511 NPNIND MNYN NINHDID MNP DIPXINN NIIWNNOVNNWN HoHYW NMVIND M Y
M

NN YN AN NPNRNI IO INNRY P TN IWARNN ,NT DN MINNIND NPIN 9
PN 195N DYDNDNN D .2IWNNN DN YWY 920N NN YN NNVIAN DY NNNNN HY
9201 NN YN NNVIAN TNNN YN THVN PPN DY

:ININ MYIITN DY MYNY XNDYO 1N WHRNYNN

NIY YR NN RHPDON ,9955.5.13.11.1

MM, NPMIN DY (MNAN 935) ONN NNNYH NI NN 8D ©N.5.13.11.2
Rupdiabiv)l

.D»NYaN N NNDIDA WA XY NNYIN.5.13.11.3

JA-R) DNOY NN T02 WYY DAY DONN NWIDYN ANy v 80.5.13.11.4
(19) NTOPNI DOWPNN ITO , NN

DV : D WNNWNAY SN 19INT NNIWPN MIYRYN NHYA XHDYD1 wianwnd Pr.5.13.11.5
DITI MYNWN Yoy DININN ,INPINN AN NI/)2 OV, TAIYN

ANOYAN MINNDID MODNND DMIINEPNY DOWPNI v w Mwyy Pr.5.13.11.6
LDMMINRD PMNTN” 4 TYNI MNTIP MNNDDYD DY MnD Pr.5.13.11.7

NIV NOY Y2, 119992 NN NI MINY XD wpnwnd pr.5.13.11.8

DMV NTOPN IWARD ¥ XNDION NYIAP 20V MYV MNPIN TWAND 1N DY
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NNDYON NPNY YY TITIN 2UNND YHNYH .MNNDD NPON Yy voNMN o on 5.13.13

DV TYN DY YO WTIND TITIN WHNNWN .INKD N2YND KOV N2INN DY) NPNINVIARD
ANNDO NYVN

92070 NHM YR NNVIAN DY NNNND T3 DY WTIND ¥ RNHDON NOWNY Twnn nby .5.13.14

YN ONDA YIDOYWH MIYON MITIN NPYTA NUYIN .N9ONNYD 1TMHN NS DY M
.NNDYD2

YN MRVHN

oY NYT NPV NHYON TIN NPT NN AWNHNN NOIYNI NMIRYIN DY QLY )
2WNNN SN 12 DPINPNHN DININD

NNVAN DY NNNVNN DY ,NNPDID 1D NNDY NN DINNY DOWNNN NNIWIA T 51930 ¥ 1D
12 ,7NPTIO NPNRY MDPNNN NINNN7 DNV DY T2IYN DX DXNNND 12)0N NN YN
NNON2 P NOYDY IN ,DIAPOY YT DIWIN YN DIVIND PIAYND NY TN 2»NNND

aNTay

T2IYN OX VI ,NVID YN TN PN DIMORY MOIWNN NN DIV WNNH DN
NNDYON 1NN NN DNVN 12X DY INKDINN TWR DPSNY P27 IN DNTN NN )ITYD NYIIN
ST2IYY NOIYNYD NDNOD MV

DIV DIV SUNNYN .AUNND YW DRWINN NINDIVA 1T AWNND T2 IN UHNWN Y5
DIV NIMYN MINDIVI IV ,NINYIN NYAL NHMP DN2

MRYINND NN NINKNN DNV NN 1ITY> 120N NN YTHRN NNVIAR DY NNNN
NNYIND MTINOINYT DIPOY DX D91 TR0 P11 XINLJD D .2PYNRY 710NN MY
IRYIND NMIYN ,NOIYNN INXINK DY DINNDY ,NYPIANDD

,ONTIAY MDY DITYY MIRYIN HVIY THDI 120N NNN YTNRN NNVIAN DY NNHNN
MOIYNA DNITYNNN DN ORNN) OITAYD IRYIN DV D) TPOIND TPINN 1Y
.DNY NPIY MINYIN NYID YIDVW IR (MNXYIND

DOWINN DY DINN TIN .2IVNNN PN MY MIRYIND DY NPT YNINN DOVTIN DWW I
STNND DNRNNA,NMINYIN DVID IN MY 7272

SINN DY HI N IWIY TP NPY 5 DY WTIND NPMNSPHRN MTN DNIN NPINKI
DTN M NN DNIITYNNI DMPWY G0N ,MNYIN NITY 2NN1N

INYINN 9 DY XOW YN VINOYW IR DY . PIN NVID DY XIN PRY Y10 T2 WM XD
LDMONYNVYN DXTYS TV THD VP NP NN
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NN DTNRY IWAND KDY TID2 INNDID NN NNYWY 2N, Y10 NINNY Nvid nwnnw 121y .5.14.10
,DM0N T2IY HY RNDION NNN YN PTI XYW WIDOYW WY ¥ 71921 ON .N2 wHRnwny
799 NPINKRIINNY TV RYY

DYINN DOWIND YN YT DIWVITTN DITYNI VIPI 29N YN NNNDD NWIY v NN T2y .5.14.11
VNN TAIVN DNIYN XOD MINS 2WNND PRYAD PR VT 12 I8NV N2 2WNND DY)

IN TIVNN YTAIY DINRY 0 YT HY WY RY NIANNN DIND DIM2) NWNIN MIXvIN %) 5.14.12
INYLN DVIIN

nHO NNLVaAN .5.15

NPNYRN AN P2 ,N99150 , NNNN TP TPRWN YT-9Y DXINN) NSYINN YW y1Hn ooy 5.15.1
N2V N TPV PNYND WM SN DY) IV PR NDN DNYN  NNVPN NN
D) 195 ,¥TNHN MPNH MNOY NPTV VNI YN NNVIN ONID MYNNNND PNND

I P IN NDNY

:Man npvax  .5.15.2

NNVIANX TN PTH,NPIYNN IN YTHN MY DY DN NOwwnY oxnna .5.15.2.1
.DIYNT MYITIN MM MIPIAN NN ION NNM YN

DOYNNI DMINY YANN WY YN TN N JONIND DN DINND Nonon .5.15.2.2
Rl

ND YN INN MY NN IN MIPNA DIDVY W IWN,PI0 oyvN MPY Inn .5.15.2.3
YT-DY NINK TWIN )2 ONX NIN,DINVIND PN NEYINT ONPI DY DD NINY
920N NN YN NNVIAN NN

L UNIN NV PITXA DY NYIR NYAP KDY NONRN DN DY DY NIVIRNND KD
NNM YN NNVIAX NNNY DY DINNIY NMAYN NIPN DY 1 TH ON NN
720N

D10 YLD NINND NMINXIND NIYND YNNY YTYNY MIPa own nsynn .5.15.2.4
DMV D»N2D

TN NPpvax 5.15.3

IN NDMIN ONAD TN OYNNNY NI TOVYNY DIANNN N¥INN STy Y5 5.15.3.1
NPRNNA NV

YTO-DY NNVINN DNID NINKD DYTHI TN OYNAN IN YIWNN TPN NINN nya .5.15.3.2
DM MMPNR DY WITL, P N2 90 DPDY MY INDIN,NNYIND T2
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NN YSOIY DSYINN T NPINND ,DM7N 19015 12 Nynn v e ox .5.15.3.3
DV ,TYNN DX DAPY ONINN : MY, NNT TYND OXDNN ININK) NI2YNN
2191 NNAYN NDO ,0NYY IWPN Y09, 00T 0N NI NNMNIN DTN

aMYN VPNII NNDNI) OPNXN OININY 12 DXV DY O NIWNN TP8 oNX .5.15.3.4
NN YNV NNIND T2IY NPINND (1D PPN ,DINNR DMNIN DY NN DY
DV ,TPNN NN YAPY OMNIND : MY, NINT TYND ONIN ORINK) NN

219) NY2YN NO ,0NYY IWPN Y09 ,07T2Y DN 1 )IHIIND

HLAINN MYan .5.16
MTNRN MOIWYN JY NNVIRN NPPNN NIV NN NVIND TORINK NN .5.16.1
: 299NN Y9N YD, PA,NTND MOIWNN YL IN YPHRN OYa nyInNa .5.16.2
o nn 5.16.2.1
NN MOND *P-Hy owInn .5.16.2.2
SVINN NPT DN DY TAXR Mpa 00w .5.16.2.3
IV NNX,MINON D59 ONY 191N DOV ©pD) .5.16.2.4
795 DYTYVPNN DWVIND PN TR DWW 5.16.2.5
127,02V DOVINY YN MVLINBN NPNIN DONY 2»N Nt Twwn .5.16.3
NIYNN HY YTNN IROYM NN 9N .5.16.3.1
(Off site) 9nND YINHY AN PONNX M2 NI N2 5.16.3.2
DN Y NY NPY MY, oINa v 5.16.3.3
2NN SV NON NN NN v .5.16.3.4
MO NOVIY NPIRNN M2 0w 5 .5.16.3.5
2191 ©YPN MYONN2 Ny ,DR 1 pnna nmay ,ymn nnuar WY myn .5.16.3.6

INDNO0 VIR IPPOY NownnD Mo .5.16.3.7
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SPNTY M99 291 A 5.17

NYAY TONTT MIDIN NN .OMPR DY NNAVNY Y915 ov Ny (Malware) monTy mowm  .5.17.1
,NPTID VN ,DPMYNYN DPON ,DMNMY DXPNY DXND MDY MOV IN NSVIND
NDWN YN MPH MNOY

93 NN OYNAN NPLINDIN DWNNN MW H55 DY PPRM NN DwNHN NN 5.17.2
DMOPNN ,NITMAN MNMI NP MTHY ,0ONIY : MIATD (D1 OVIN : NONT) THINTT NN
A0 »PYON) DT

Best - 195 NN DY) Y0IND NOIYNI NITHNN DXPIND NNV XTHN 1wnpn nn> 5.17.3
N2WNN NOY DIV PRY DDA DY MM MPXID M0 I nvnd Practices
STV NOIWNRN MDA YWD NN NNYPN NPT MNP NYA ININD DNYYWY)

I0IN YW RYND MON»NN 199D 9210 SV DT MDITH ,RYNN Mwn non  .5.17.4
Y2 NPT NMNNN DN ,1DY IV NNNTI NSYININD NNPTN T MIATD , 1IN
% NON PO NN

o"tnY) o9n3%) 5.18

TN IN YIDY NN NNND YIND YO 9NN MIYNN MIPANHN INX IX NN nan 5181
DPRVYM NPSPIYLAN , MDIWNI DPPN YN DY 27 OINA / PON

DDA DY YTNN OYYI DY NOWI NOWA NN MYIT NN NONN Iwnnn o .5.18.2
NNSNN MITHN D92 AN NN MDY PTHIN DIWNHNN DTN Y TNN DY HY MYITH
VTN

P2 ,1M9910 19K INPHRYD NPITIP NIV NNVAX MIPA DY WITY Mann My non  .5.18.3
N

.D»PY Y33 ,NVIINN MINI YR NPDN NODIL M) N ponr .5.18.3.1

NNVIAN NNNPN NYINRD NN NN YN 1NN YPMYY NIPIIN o Nwy .5.18.3.2
A2WNNN SN DY MXYONN TIN,IP0N NNM YN

IUIND DI IT-DY ,NVIIND JOIND YN SN INND N2 T vy 5.18.3.3
i ja bl

21207 YSIZ 12 JPNNNN DNV OD 1PNNI NN MYSP nnw 5.18.3.4

N2 INNDNI YN MTNY DY NTO PONN YNIY WITI 200 MPPN IR XTHD Nvna .5.18.4
955 PONNN NN IOV, 02N DI9PIN2 MNY NMDIVNN YT RN 19N NNYY NN
.09 DDHINN IUN
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NoY> 01 NTNY YD DIN TN DIMMINSIN ,GOIY 19IND WD DI DINNY
.DMOVINDIN DIIINY OINNYN APYN NYIV NN N2NN DY ININND DIV

.5.18.5

.5.22 Y0 NN LXIN MOIYN 5112 NNVIAN MY

139973 NINN MPNN DINN

NIVN2 AN DPRNNPND NPN NPIMNN MINNN D RTND NIVHNI YT MM 9NN
219N NN ,NNVAN VDN DINDYDY MYN YNNI ,ND TN NSYIND YII82 TINND
951 DM DIONN DIYMD HYIN NIYIND YD MIYN NP ,NINT NON XD TONND

S TINTYY NNDTY ,MIIN MPNNY YINN

, 0P 139N DY NITY IN DYTN 7IDIN MNP INX WY DI - NYTN NN MO v
L9201 NHN YN DNVIAN INNN PT-DY YPH NNLVIN MYIT YIDND N1 YN
NYYNY No5N 1P T (REP : 110317) o1 »0001n N1X0NA 10D YNNI NNVIN MYIT

NN YN N Proof of concept nxona

1NN D93 YD PONINN .MINNN NITY TONN DY TIRINK IWNNT DTN — 7NN NITY
NN AN NTY N7V NoY SCCM  WSUS nmT ,070muoIN D0MmINn mMysnNa
J0W NMPVPIND

MPNN ,NNVIN MMYN INN GO APYN YNIN 2IVNNT DTN — 1IN NN D1
DNIVNVY DD DI NIYP ,NIDN NIPID .NMIVTN NPVLINDT MOIIYN NN DINITY
.NIDIN IMIYNS MNYD

5.19.1

.5.19.2

.5.19.3

.5.19.4

5.22 PYO DRI, NIN MOIYN 51122 NNVIR MY

Y71 NH3YN

NMYY OX P2 ,00MY DMNIND ONNN YN PIAYND NYITI NDSWNIND M DY
STV DMV DINIIN,DPNDN DX, NOVNN YTIVNI ,MDIAPN NPNVOY

DI0NN DTV OTI-OY Y90 DIINN DN DN NNVINNN YT MY

DODN DY NNMNND 19D YSINN MIANY DIAND NXYINNN INDN YNDIIRY Y TN NN
.NVIN LIYNT NIV IT-DY YWY 21NN

.5.20.1

.5.20.2

.5.20.3

NLIINN NIN’D

,MYTN MOIYN MM’ MNP MIIWNI YN NNVINX MOYN NN YyNNY NILVNI
;29D ,NOYNN PN NNN HHI2,NSVINN DY 92)DN MD)W

o9vnd mwAT nyn 5.21.1.1
0N raxy vy 5.21.1.2

(PN n2>N2) NN ow» 5.21.1.3
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2N¥ NIADY NOWNN nayn 5.21.1.5

No9vNn YW npnnn X NoTy 5.21.1.6

WTN NOIYHNI NOIWNN NavNN 7 nhon 5.21.1.7
N MPona vy nnvax 5.22

NON DN, NNT NNDNI /D T ONIN NIN NPMI OPO0 NIV N8I, NMDyan pons  .5.22.1
MYNI Sya ,N8IND SV YD DAYN) DNTIAY NNDN DY DMPY DIPIDN
N P02 MITY ,NT POINT DMNYN DD NN DD WIATI RSP DD .,mnvn

20N

OV PN NXYINT /) T OYLN MPY AIMI MY NY 120N NNN NN MVINY NIVNL  .5.22.2
: DYNAN DOV

YT 9200 NN YTN DNVIAN NN -DINNN DN NNVIAN MYIT .5.22.2.1

Y01 YY) 2IWNNN DN DY MINYMONNL ,NPINIPHNN INVIND NIVIT NN
.D»VINYIN

,DMONONN DMIINNN YTNRN NNVIN MYIT DD D RTNIN NPVawNN Navon .5.22.2.2
2NN DIDN NNDNA PNY’ ,JN2 DNTNY DY NP VNI DNNODN DY MO
13 9P MYIT AN DMININ DN D) VNN ,DINM

NN T0IM NPON NN - ) TN DYVH MPY MY XMPY HY NN NPPL .5.22.2.3
DODN2 1YYV YTINN NNLIN MYIIT D XTNY NIVNI MNNINN DIND XNPY
INID OYDVA JIN NNVIAN SYIPRY MOPN ¥31,071N0WI DI TTNN P2

DY - 1) TN DYVN NMVY NN IT-5Y DIPNDNN DIMVYWY DMNPY N 5.22.2.4

JOIND YXID ,NNVIARD NNT NdY MDY ,DMNN DI DY DINOOND
,DOVN) DN DNY MIIWNN DIONNN ,YTHIN MYHII12 MAVNND TN ,IP1an
.D»OVIMNDIN YTRN NNVIAN MNDD DY NNIODTY NOIWM

Y1999 HNVAN WNRY My 5.23

IN MNOY ,NPTIDA NI IN,YTNRN NNVIN NPPTH DY NI ION YN NNLIR PR .5.23.1
VA pdaln Balhpdal;

DINNY ,DIYIPN MPNNI MM NIVNA MIPN YN NNVIN NPNY MY YV I Ponn .5.23.2
MVPM YN MWD VIVIR GPINN YT-DY NOXNY NYIIND NNNN 1NN NIRNIND PN
.DMTNY ORI NION

: DONAN DXAYVNN NN YN NNVIANX VPRI DIDVN NPT .5.23.3
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MWIPNY IND NNYINY YD ITYNY NNDWaN 91910 — (Preparation) nyon
J10) YN MOIYN , 0710100 D05 ,0091) NPT : NNNT YN DNVIN

MYNNNI YTHN NNV WPNR N — (Detection and Analysis) M »57
,NT A5V NHDNA .NXNNY IMNXON IN MDD DIVND NIAPNNND NYTIN IN DD
SYPRN DY OINURI NPD YXIIN

— (Containment, Eradication and Recovery) mweinnm Tma ,nvon
DYIND TPAVNN N YTNIN NN IX NTIYN DM ,NYNN 2DY NIIONI
YN DPRA HAVN NANNN INY ,NPIIND NPRI MADN) 21PN .NTTAN)

MDY MY IN NOIWNN NN NNV

v ONN nyxan nsymn — (Post-Incident Activity) y17ox 9INRD N9
MIVOIN NN YNNY NI0NI NN )OONIY NPNIN DY DDINNA ,0NPY NPoN
MVPND

5.23.3.1

.5.23.3.2

.5.23.3.3

.5.23.3.4

INY IN DIWVWNNRN DTN NNTH DTN HHD NPINND =Y199 NNVAN WITN Ty NI4T

NON NMYPN N YN MDIYNI PIN YR DI WNINNA 120N NNM YN NNVIN

.D¥5NN IN NN SV MVIXR NN

DXNIP N OOPIY D50 TWUNR YT NI NPRN INIVPON INIT NYTIN
STPONDN 2IWNN YMPWN NYIN IN NNION

8YIND Y2ANT2 22INDNN NI PND2 DI

ST YT DAPY NIVNA NN PN DN DY INKOYNNNI IN TINAOV NN
2191 NYYON NOIYN NDI,MIDIND ND ,NYI) NNDID ,WHNYN DY

AUITID NVAIND IR WX YT DXINN NTMI NTH YSN
Javn hnavin
NOAYN hnavn

AUMNNI NTIYN INDIVA D10 NS DONIP

)b/
5.234.1
.5.23.4.2
.5.23.4.3
.5.23.4.4

.5.23.4.5

.5.23.4.6

5.23.4.7

.5.23.4.8

.5.23.4.9

YN DNVIAN DM IN NPT Sw N19n.5.23.4.10

OM XY Y MyHN.5.23.4.11

.05 XY nwy O Nnn.5.23.4.12

.D1D1 N9 DOTIVN NNANNH NN 2.5.23.4.13
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.AVNNI DINND DWW DTIVN OMMw».5.23.4.14
D15 NN NN HY MyN.5.23.4.15
DN 0¥81p.5.23.4.16
.09 DX¥1p.5.23.4.17
INN NTIVWN NNMNN 95.5.23.4.18
MpoYy Mvawnn .5.24

DYOYN DMV DXONIND TN TN NIDIYNI NI MDVYN NDMP ,mpn mvis .5.24.1
.DTPNDY 92101 NIV, NNNDN MIPN MY ,NITNDY NDXDY DOMPY PIDY NDID*A YINSD

1912 VNVNN DAY NYIIN 12 TIONNN 29I MPOY NYIVNN PN .5.24.2

MOIWN DX GTYNOY MNT ¥ON N PO - (BIA) nypoy modwn apo noxry .5.24.2.1
NN DY DMVIPN DIDONNT DIININD DIARWNN 1M YN

DY9NN DN OMP 9I193Y MK T TN - MHPOY NPIVNN NN vy 5.24.2.2
OPITIIY MOIYN IMNNY MIID IV DIONN WIYIN 19N 1271 DO
219 NN NNVIAN NN DY NNV

,NIY2 N2Y,NSYIND 1IN NIDINN NOXRNN NN NTND NIVNI — SN NdYTH .5.24.2.3
,DY9)9NN MRS NN TYND ,NMN DXIND WIT) ,0009PY D05 DY MiMD
.DNNNA DYV DINPD PPoND

NMNNONN ,TINMIND 12202 OMPYO ONNNA — 1NN NI NPpo .5.24.2.4
MYITIN MNRNNN NN Y¥ID YITI ,10IDIND DNIN MM NPNINOV
P25 OIND

NN MYy N1y 5.25

NON MYIIT N2 TIIYDY MNTY WIATI XIN NN NIV NPNVINI MIWVATY Nad nsymn  .5.25.1
SV NOVNN MLVINN ,NIPN ,PIN DY DTN NPNY MND

2N NSYINN DY MYNN YT NNVLAN YV NPVINDIN PIYNIN M T .5.25.2
2017-3799n (VTN NNVLANR) NPVISN NN NP .5.25.2.1
AMDN NPMNY NIPNM (1981) X7HWN ,N1PLIdN NN PN .5.25.2.2
AMON NPMNY NIPNM (1979) V7SWN ,AND MRND PN .5.25.2.3
.(1995) nwn ,oxavnnin pn .5.25.2.4

.(1998) nrmwn yn wan pn .5.25.2.5
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.(2007) n7own %Y NPt N .5.25.2.6
:INVINN DY O>0aWND NYPH NPINNa .5.25.3
VTN NNVIAN PV MVTN NPNVHNI MYTMMmD .5.25.3.1

MYAITI THNYY DNDND IWUNI N8YINI DMOIMYIN ONINN IR PTYY .5.25.3.2
WTNN

: TINVINA DMV OONXPNN DNV NPINNA .5.25.4
LDTPAND NPVLINTIN TPIONIN MYIT HHI2 NTIIY DYDY VIV PN Dwad .5.25.4.1
TPX9NIN MYITY DRNNA DMNIND DIDHNN W) NNvD 10Tvo .5.25.4.2
93N 19937 Yy NN .5.26

,DY0I0 YT-DY NN JPIN IWN , DY DINDHN MPI2) MIDND WY N Nsyma  .5.26.1
LN PP 9D YT N2 PR NXYINND MDY I NTND WITI ,NNT NI 1) DINY NIMDT
ST DD DIMINY , MYIAND IMNX NYND T2

9V MWD DTN NIV, NIDIN WIT KW DY HY TININK 1IWNHN NN .5.26.2

19IND 2VNI MIDIN PIRY NIPID WIDIWN IDIND TUNI 71NN DY ININK Y0avWND Nwn .5.26.3
23NN PP MMDT I ROV

9120 HIPINN .6
MNINY NTen 6.1

-AND DN TNN T2 O INYOD PONINI NMY MW NN HY NPTYo1 N Ny .6.1.1
PN NPMDNDI DX TPAN NTIOD 12T MININ IN YN ,(NTI IN NIV YLD ,0>TO
.Y NON DD NYNND NIPA SYNNND THN

:NIN DD TV IMYUNRIN INWID PHNIN YXID YO KD TN TAIYYW NN - MIpan mynpwn .6.1.2
TI2Y2 MDA YD IMWNA MON NOY T2 TONNA Dannwnn TNR Yy .6.1.2.1
ONR T2 DX PN TONNINTIAYN PHN I T TAR T2y .6.1.2.2

VINIDY NNIND DY IWNNN TIVHD DY) MIRYIND TN DY DD1In mMipan vidn  .6.1.3
32T MIYDINNI MITTHNY MDY Y85 DIVNNYNN YN TUN DMV DINDIY»I MW

$920) Y791 HNVANY NVN NTY NPINNL - 6.2

DTN MYTIN NROYN HDID ,NNYIN 1207 NNNY MYIND MOOINM MMNIPpYyn nIHn  .6.2.1
MTTINNN YT DINDY
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(BCP) m>poy nyownnd mI0m Y910 ,NsyinNa 92000 NHNN DY DY NNy nyap .6.2.2
JYOND MYVINNNDY

DSVNN DY YPHRNOIDI NP0 NWONIND .6.2.3

PIY DY NP 9210N NHN DINNA NTIAYN IdDN NN .6.2.4

29200 NNN MNIPYI DNIPY NN TN MLIND NYIPY OMIPYN ONON NN .6.2.5
DSYIND WPNRY DIPIN T2DN NNNOYVIPN RYNL ONITY nvap  .6.2.6

DISYIND OWIND OPMNND DINVPN HY) DN DY ONITY Nvap  .6.2.7

DISYINA YXIANN 1D OO N VY NMPrs .6.2.8

NN MNIPY DMPY MNINAT TNKY IYNI MLINT NP DMIPYN DNDN NN .6.2.9
.72»0N

ISVIND YW 92010 NN NPITHN NPT MIPIN NN .6.2.10
L9200 NNN PNYN MYIT DIV DIARWN NNspn .6.2.11
.I8YINA 9200 NN OVN YV O NI .6.2.12

, DYV DI YN NNVIND DMVINDIN DI PPOND NMDNDM NPINKRD D XYY .6.2.13
.119515 DOYNIN NN DD

: (VNN NTY 9799) NEIND YR NPINNI
N¥YINA 120N NN OV N5 NIPAM NN, 97N, )1ONN DY nnvan .6.3.1

92500 NN ORYNY WPNN DTV Y .6.3.2

9200 NN ONW DSIND NPITH NN .6.3.3
92500 NN PTI HNVAN NN NPINNI

IO NNNAM NEYIN OO0 D) TONND DNNN NN 1IPON INN NPPTI VI .6.4.1
21NN NTYN NN

DYPTNN I9-5Y 910N NNNY NTIAY IPdDN A .6.4.2

DMIPRY ,0998Y DRNNA NPITHM 210N NNN NIPDN DY DOVIY NIWM M .6.4.3
L220OYPN DY MTTIINNY NN MDIWN DY 197 ,00909)

MTY INNAM L,GOIWN NDINIDY 120N NNNA DNINVLY MDXPN MIdNY NN v .6.4.4
20NN NTYN NN

8PN 920N NN DINNA NP NPTHN DWW TONSPN NN .6.4.5
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ISV DMVINDIN DN YD DY DININ,TNN NIPN INYHYNI DIV YD NYIND
SVINA YR MOIYN DY DN MPOI NOMIN MIPO DI DR

DPPTHN TADN NITY MININ NTYN NN 1PTY N8N 121010 NN 9N NNIN
SMNN NTYN NN

VATIN NNNN NN YIAPN 179 HYY Y TRN MY NN NYIAP YN DY YO

NTYND NN TI 72070 NN NIDNNND NNNND NIV 120N NN NN NNIAN
200NN

-HY IWINY  DMPYN DIDP0N MY ,0MND0N 9117 NIDIN DY PPNN NN XYy
2NN NTYN O

ANYON N T-DY IN VT DY YN GUN D009 DIPTIN NN DIV DI
.DYVINYIN NXYIND DTN P2 NNNN NPV DINOT

PPNN N2IN NI .YTHIN DY NIV NHNL DXPOIWN DY DM NPNINY NOVIV NP
DIPIN NTYN YP-DY IIWVINY DIPYN DINDYON NITD 001701 DI NN Y

NYIND M) 112D OYYA 12)DN NN HOYITPRI TN 279Y MIANWMI YPD 010
DISINA YDHRN DY NN NNNN NN DIV INN NIPA

VINN D92 MHYYN DNYIDIL W IUNR ,DXMPY IN DIXIN HY WO DOVPMIN MWD
92010 NNNY DMIMNIN DIV NYHLND NPINK TIN N8N 290N NNNY

MYTN DIWPN MDIVN DV NYNRLNM NYIIN ADWD D) 7NDIAPN MPYT27 1PDNNA NNOY
NP OVHNYNI . MNYD MITNY 92900 NN DINN DXDXIN MNP NINAD NOY

IN TS DYV NIV N IN NNVIND TIY DY NI ITHN IDIND NDION DY MNND IRV
212Y NN MONIND ,YTNIN NNVIAN NPNINNI NNIN DY NIPNI NIN NP

NPNYNI 12007 ANNY APNINITIND MOW ,MDXAN DM YN ,JPON U122
YTRN MWD NPNINIVN

NPYNYNOV NPNVN DY NNNY DPNIIND DIDONNNY NPNYNOV/NVPNINTINDD NITHIN
(NXYIN2 9220 NN MDIYNI NPNVN NNPN DY NP MM )N YR MOIYNI)

2920 9PN M YN NPNYNIA NPADRN NIYIY NNVIAN
1w (DR) oxn mwwirnn ,(BCP) nypoy nyownn

VTN MDIYN 120N NN DWIN FININDO0N ,MNNTINNDN DY NIPA NN
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NPVIAN NMNN OV TINVINDIAY THPHNRIYS NPPM NITONX YODN NYPLNY YN Y .6.4.26
NN YT MOIYNI

$YNNN Yy ANnnn NINNa - 6.5

NPPTNN 9-5Y 920N NN DY MNINND IWNNN NTNY HY NTIAYN MIONY Nysn v .6.5.1
DMIN NTIND NI ,QOIVN NINIDY NSYIND

DN NTYNT DNWIN,TNNN 290, DDIPN NN VI .6.5.2
SN 920N NN O NI WY .6.5.3
SYIND MOIWNI 12PN NN OLVLN YO DW»  .6.54
SN 2PN NN ORI IV MAYHL .6.5.5
JMINNA NPNSPHRN IMIVINN NUNYONINK .6.5.6
V7N Yya nyINNa 6.6
VPPN 0235V MY NP Nyap .6.6.1
A3 NDOWIN MNIND MYPA NN YTNY NWID DOVIND ONINN NYIp  .6.6.2
9200 NN YT NNVIAN DY NNNND NIV YTNIN DY INNN MWAAITONR»  .6.6.3
AMZYAIY YTIAD YIND PIN NN DI HY 920N NN YN NINLIAX DY INHPNY NPT .6.6.4
(O9M NN 6.7
T 2P NIYIND DY I2)0N NN HODIN NYOTH DWW RTYY  .6.7.1

IN DN DY WO YNIY MND MTIN 920N NN YN NNVIAN INNNPN IR PTYD .6.7.2
NN IPYO MN-5Y ,NNT DI .0XPID NAONN IX NPRNN,NITY HY MIY0) MY ,00MPY
.7 OV DOW TNNN

92500 NND NWNY DXTIVD NIYTIN IN MYynY  .6.7.3

DOWINN DINDD N DDV ,MYPN MTIN T30 NN YN NNLVIAN DY NHPNS NN .6.7.4
T2 TIPONY IN INPINN NNN IWN MIOyab
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